System Level Programmers’ Model

B1.3 System le vel operati on and terminology o verview

Several corcefis arecritical to theunderstading of the systentevel architecturesuppot.

B1.3.1 Modes, Privilege and Stacks
Mode, privilege and stackointer arekey concepts used in ARMv7-M.

Mode The microcontrolleprofile supports tw modes (Theadand Handler modesHandler
mode iserteredas a esult of anexception. Anexception réurn canonly be issued in
Handler mode.

Thread mod is entered on Reset, @oan beertered as a esult of an exceptionreturn.
Privilege Code canecuteas prvileged or unpriileged Unprivileged execution limitsor excludes

access tosaneresoures. Privileged execution has aess b all resaurces. Handler mode is
always privileged.Threadmodecan be privileged or unprileged.

Stad Pointer Two separate b&ed stack pointers»ast, the Main StackPointer and theProcessStack
pointer The Main Stackoirtercan beusedn either Threador Handler mode. Theracess
Stack Pointer can only beadgsin Thread node.SeeThe SP registerson pageB1-8 for more
details.

Table B1-1 shavs therelatiorship betweenmode, privilege and stackointer usage.

Table B1-1 Mode, privileg e and stac k relationship

Mode Privilege Stack Pointer Example (typical) usag e model

Handler  Privileged Main Exceptin handling

Handler  Unprivileged  Any Resered canbination (Handlers always
privileged)

Handler  Any Process Resrved combmation (Hander alvays uses the
Main stack)

Thread Privileged Main Execution of aprivilegedprocess/thread using a

common st&k in asysten thatonly supports
privileged acess
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Table B1-1 Mode, privil ege and stack relati onsh ip (continued)

Mode Privilege

Stack Pointer

Example (typi cal) usage model

Thread Prvileged

Proess

Execution of a priileged process/teadusinga
stadk resened for tha processthread in a system
that orly suppots priilegedaccess, awhere amix
of privileged andunprivileged threadsxst.

Thread Unprivileged

Main

Executionof anunprivileged process/thread using a
common stack in a sfemthat supports prileged
andunpriileged (Usey access

Thread Unprivileged

Process

Executionof anunpriileged process/thread using a
stadk resened for tha processthread in a system
that sujportsprivileged and unpvileged(User)
acces

B1.3.2 Exceptions

An exception is a corition that changes the normébdv of control in a program. Exception behar splits

into two pats:
. Exception recogition whenanexceptioneventis gereratedand pesetted to theprocessor
. Exception praessing(activation)whenthe preessor isexecuing anexception enty, exception

return, or &ception handler ae seqence. Migratiorfrom excepton recogition to grocessing can

be instantaneous.

Exceptions can be splitto four catgories

Reset Reset is a spaal form of exception whichterminates currat exeaution in a potentially
unrecoverableway when eset isasserted. Whereset is de-gseted exeaution is resteated
from a fxed point.

Supervisor cal (SVCall)

An exception whichs explicitly causeddy theSvC instruction. Asupenisor call isused ly
applicationcodeto male asystem (safice) callto anunderlying operatingystem. ThevC
instruction erables the appicaton to isse a systm @ll thatrequires privileged accessto
the systemand will exeautein program ederwith respecto theapplication. ARMv7-M
also suppds an interrupt dviensevice callingmechanism PendS\seelnterruptsin
Overview of the exceptions supported on pa@ B1-14 for moredetails).

Fault A fault is an &ceptionwhichresults from arrror conditiondueto instruction gecution.
Faults canbe reported synalonously or asyrtwonously to thenstruction whichcawsed
them. In generalatilts ae repoted ynchronously The Impecise Buskultis an
asynchrorous fult suprtedin the ARMv7-Mprdfile.
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A synclronousfault is always reported withthe irstructionwhich caused thiault. An
asynchronougault does not guarae¢how it is reported withrespect to thenstruction
which caused thdault.

Syrchronaus delng monitor &ceptionsareclassified asfaults. Wetchpoints are
asynchronous arntgeatel asan interrupt.

Interr upt An interrupt is an xception, other than a reaséault or a supervisocall. All interrupts are
asynchronous to thastructionstream. Ypicdly interruptsare used by othealements
within the system which wish to cormunicate with the pocessarincluding software
runningon other processar

Each eception has:

. apriority level
. an excegdion number
. avedor in memory which defnes theentry-point (address) foexecutionon taking theexception.

The assodated cale isdescribed as thexception handler or thenterrupt serviceoutine(ISR).
Each sychronaus exception, other thareset, is inone ofthree possibé staes:
. an Inadive exceptionis one wiich isnot Penéhg or Active

. aPendingexception is one whertheexception @ent has beegenerated, an@vhich has not yet
started beingrocessean the processor

. an Active exceptian is onewhose handlehasbeen staed on a ppcessarbut processing is not
complete. ArActive exceptioncanbe eitler running orpre-empted Y a higherpriority exception.

Asynchronous>xeptiins can bén oneof the three possibiatesor bath Pendirg and Active at thesame
time, where onénstance of thexception is Actve, anda secondnstanceof the excegtion is Pending

Priority Levels and Ex ecution Pre-emption

All exceptions are assignea priority level, theexception priority. Three &ceptions heefixed values,while
all otherscan be alteredybprivileged sofivare. In adlition, theinstrudion stream executing onthe
processor ha a prority level asscciated with it, the execution priority An exception whosexeeion
priority is sufficiently! higherthan the exeaution priority will become adive. In this case,the currenty
running irstruction stream ipre-empted, and trexceptionthat istaken is activated.

When an instruction streampse-emptecdby an &cepton atherthan reset,dy contextinformation is saed
onto thestack automaticall\Execution brancés tothe coe panted toby theexceptionvectorthat has been
acivated.

1. The concept adufficiently higherrelatesto priority grouping withintheexception pioritization model Priority
grouping is eplainedin Priority grouping onpage B1-18
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B1.4 Registers
The ARMv7-M profile has theollowing registers closely couple the core:
. general pupose egistersR0-R12
. 2 Stack Pointe registas, SP_mén ard SP_process (bandt versionsof R13)
. the Link Reister LR (R14)
. the Program CountgPC
. statws registersfor flags, exception/iierrupt level, and executionstatebits
. mask regjistersassociated withmanaging therioritization scheméor exceptions and interrupts
. acontol registe (CONTROL) to identify the currentstack and tlead mode pwilege level.
All other rgjistersdescibed in ths speification ae memory mapped.
Note
Register access refrictionswhere staed gply to nomd execuion. Debugrestictionscan differ, see
General rules applying to debug register access on pageC1-6, Debug Core Register Selector Register
(DCRSR) on pageC1-22 andDebug Core Register Data Register (DCRDR) on pageC1-23.
B1.4.1 The SP registers
There ardwo stackssupported in ARMv7-M, eachith its own (banked) stackpointer rgister
. the Mainstack — SP_main
. the Process stackSP_process.
ARMvV7-M implementatios treatbits [1:0] asRAZ/W!I. Software shouldtreat bits [1:0fas SBZFor
maximum portability acoss ARMv7 prafes.
The SPthat is usd by instrudions whic explicitly reference the SP isdected acordng to thefunction
LookUpSP() describedin Pseudocode details for ARM core register accessin the Thumb instruction set on
pageB1-12.
Thestack poiter that is useth exception entry andxét is descibedin the pseudocodeequences dhe
exception entry andxt, seeException entry behavior on pageB1-21 andException return behavior on
pageB1-25for more detils. SP_mim is sdected and inttialized on reset seeReset behavior onpageB1-20.
B1.4.2 The special-purp ose program status registers (XPSR)
Program status atthe sysemlevel breds down into three cdegories. The can be accesseds indvidual
registers, acomhbnation of ay two from three, or a cominationof all three ushg theMrRS andMSR
instrudions.
. The Application PrograrBtatusRegister APSR -Userwriteableflags. APSRhandling of user
writeable flagsby the MSR andMRS instructions i consisteh aciossall ARMv7 profiles.
. The Interryt Progam Status BgisterlPSR— Exception Number (for currenxecution)
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. The ExecutionProgram StatuRegister EPR - Exeaution ste bits

TheAPSR, IPSR an@&PSR rgisters are allocged as mutually exclusive bitfieldswithin a 32-bitregister
Thecombination othe APSR, IPSR and EPSHRgistersis referred to athe XPSR rgister

Table B1-2 The xPSR regis ter layout

31 30 29 28 27 26 25 24 23 16 15 10 9 8

APSRN(Z|C|V|Q

IPSR| 0 or Excepion Numker

EPSH ICUIT|T ICIIT a

a. While EPSRP] is resened, its assaciated bit bcaion in memoy for stadking XPSR contextinformation is
allocated to stack ajhment support,seeStack alignment on exception entry on pag B1-24

The APSR ismodified by flay setting instrudions andused to ealuae caditiond execuionin IT and
conditional branch instructions. THags (NZCVQ) are adescribed ilARM coreregistersonpageA2-11
TheflagsareUNPREDICTABLE on reset.

The IPSR isvritten on &ception entryand «it. It can be read using &RS instruction. Writes o thel PSR
by anMsR instruction are ignored:he IPSR Egegion Number field isdefined asfollows:

. When in Theadmode, thevalue is 0.

. When in Hanter made, the \alue refleds theexception numberasdefined inException number
definition on pageB1-16.

The ception numberis used to determintbe curently executingexceptionand its entryector (see
Exception number definition on pageB1-16 andThe vector table on pageB1-16).

On reseé the coeisin Thread node ad the Excegtion Number field of thelPSR is cleaed.As a result, the
value 1 (theReset Exception Number) is a trasitory value, and not a &id IPSR Exception Number

The EPSReontains th&-bit andoverlaid IT/ICI execution stag bits to spport thelT instruction or
interrupt-continue load/store instritions All fields redaszero usng a MRS instruction MSR writes are
ignored

The EPSRI-bit supports te ARM architecturenterworking model, hevever, as ARMv7-Monly supports
execution ofThumb instuctions, it musaiways bemaintainedwith thevalue T-bit == 1. Updaesto the PC
which comply with théThumbinstruction intervorking rules mustipdatethe Fbit accordingdy. The
execution of an instructiowith the EFSR T-bit clea will cause an iaalid state (INVSTATE) Usagéault.
The T-bit is setand the ITICI bits cleared on reset (sBeset behavior on pageB1-20 fordetails).
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ThelCI/IT bits are used for sad IT stateor saved exceptim-cortinuable instructiorstate.

. The IT bits povide context information forthe canditionalexecuion of a sequenasf instructions
such that it caneinterrupted andestartedatthe apprepriate poin. See thé&T instructiondefinition
in Chapter A6 Thumb Instruction Details for more information.

. The IClbits pravide information @ theoutsandirg registerlist for exception-catinuable
multi-cycle load and storistructions.

ThelT/ICI bits are assigreeaccordig to Table B1-3.

Table B1-3 ICI/IT bit allocation in the EPSR

EPSR[26:25] EPSR[15:12] EPSR[11:10] Additional Inf ormation

IT[1:0] IT[7:4] IT[3:2] Seel TSTATE on pageA6-10.

ICI[7:6] ('00’) ICI[5:2] (reg_num) ICI[1:0] ('00") SeeExceptionsin LDM and STM
operations on pageB1-30.

The IT feaure tkes preedence over thelCl featureif an exception-continuable Birudion is usel within
an IT constuct In this studion, themulti-cycle load or storeinstrudion is treated as estatable.

All unused bits in théndividual or combired rejisters ae reseved.

B1.4.3 The special-purp ose mask registers
There arehree special-ppose rgisters which are used for the paseof priority boosting. Theirdinction
is explained in detailn Execution priority and priority boosting within the core on pageB1-18:
. the exceptionmask rgister(PRIMASK) which has a 1-bitalue
. the baseoriority mask (BASEPRI)which has an &it value
. the fault mask (RULTMASK) which has a 1-bivalue.
All mask ragistersare cleared on resé\ll unpiivilegedwrites ae ignored.
Theformats of themask ragista's ae illustrated in Table B1-4.
Table B1-4 The special-purpos e mask register s
31 8 7 1 0
PRIMASK RESER\ED PM
FAULTMASK RESER\ED FM
BASEPRI RESERVED BASEPRI
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Implementations can support an IMPLEMENTATION DEFINED number of priorities in powers of 2. Where
fewer than 256 priorities are implemented, the low-order bits of the BASEPRI field corresponding to the
unimplemented priority bits are RAZ/WI.

These registers can be accessed using the MSR/MRS instructions. The MSR instruction includes an additional
register mask value BASEPRI_MAX, which updates BASEPRI only where the new value increases the
priority level (decreases BASEPRI to a non-zero value). See MSR (register) on page B4-8 for details.

In addition:

. FAULTMASK is set by the execution of the instruction: CPSID f

. FAULTMASK is cleared by the execution of the instruction: CPSIE f
. PRIMASK is set by the execution of the instruction: CPSID i

. PRIMASK is cleared by the execution of the instruction: CPSIE 1.

B1.4.4 The special-purpose eontrel register
The special-purpose CONTROL register is a 2-bit register defined as follows:

. bit [0] defines the Thread mode privilege (Handler mode is always privileged)
—  0: Thread mode has privileged access

— 1: Thread mode has unprivileged access.

. bit [1] defines the stack to be used
— 0: SP_main is used as the current stack

— 1: For Thread mode, SP_process is used for the current stack. For Handler mode, this value is
reserved.

—  Software can update bit [1] in Thread mode. Explicit writes from Handler mode are ignored.
—  The bit is updated on exception entry and exception return. See the pseudocode in Exception
entry behavior on page B1-21 and Exception return behavior on page B1-25 for more details.

. bits [31:2] reserved.

The CONTROL register is cleared on reset. The MRS instruction is used to read the register, and the MSR
instruction is used to write the register. Unprivileged write accesses are ignored.

An ISB barrier instruction is required to ensure a CONTROL register write access takes effect before the
next instruction is executed.

B1.4.5 Reserved special-purpose register bits

All unused bits in special-purpose registers are reserved. MRS and MSR instructions that access reserved bits
treat them as RAZ/WL. For future software compatibility, the bits are UNK/SBZP. Software should write
them to zero when initializing the register for a new process, otherwise software should restore reserved bits
when updating or restoring a special-purpose register.
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B1.5

B1.5.1

Exception model

The eceptionmodelis central tahe arhitedureand systen corredness in theARMv7-M profile. The
ARMv7-M profile differs fomthe otherARMv7 profil esin usinghardware saszing and restoring ofdy
contet state onxceptionentry and &it, and ing a table ofectorsto determinethe exception entrypoints.
In addition, thesxceptian catgorization in theARMv7-M profile is differentfrom the other ARMv7
profiles.

Overview of the exceptions suppo rted
Thefollowing exceptiins ae suportedby the ARMV7-M profile.

Reset Two levels of reset are supped by the ARMvM profile. The levels of reset control which
registerbit fieldsare fored to thér reseé values on thede-assetion of rese.

. Power-On Rese{POR) resetthe core System Control Sgce and dely logic.

. Local Resd reseas the coreand SystemControl Spacexeept somedult and
dehug-elated resourceSor moredetail s, see Debug and reset onpageC1-13.

TheReset gceptionis permanently enddd, anchas aifxed priority of -3.

NMI — Non Maskable Interrupt Non Maskable Interrugs the highegpriority exception other than reset.
It is permanently eabled and has axid priority of -2.

NMI canbe set to thBendhgstate by softare (sednterrupt Control State Register (ICSR)
on pageB3-12) or hardware.

HardFault  HardRaultis the gerric fault that existsfor al classe®f fault that cannot be handled byyan
of the other gception mecanisms HardFault will typically be used for unregerable
systenfailure situations, thougthisis notrequired, and somasesof HardFault might be
recoveralde. HardRult is permanently enableaid has aiked priority of -1.

HardFault is usel for fault es@lation, seePriority escalation on pag B1-19 for details.

MemManage The MemManagedult handlesnemory protectin related dults whicharedetermired by
the Memory Protectiolnit or by fixed memoy protectionconstraits, for both instuction
and data gemmatedmemorytransactions. Téafault can be disded(in this case, a
MemManagefault will escdate to HardFault). MemManage has a coijurable priority.

BusFault The BusFault fault handles nemory related faults other tharthose fandledby the
MemManagdault for both instruction and dagenerateenemory tarsactions. ypically
these faults will arise fromerrorsdetecied onthe systenbuses. Impkemengtionsare
permitted taeport synchronos or asyohronais Buskults acording tothe drcumstances
that trigger theexceptions. Thefault can be disal#d (inthis case,a BusFault will escéate
to HardFault). BusFault has aconfigurabk priority.

UsageRwult  The Usage&ultfault handles non-memonmglated fults caused by thiastruction
executian. A numberof differert situatbnswill causeusage dults, including:

. UNDERNED Instructions
. invalid state oninstrudion exeaution

B1-14
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. errors a1 exceptionreturn

. disabled o unavailable coprocessornccess.

The following cancauseusage dults whenthe core isonfgured to report them:
. unalignedaddresses mword and halfword memaoy accesses

. division byzem.

Usagéault can be disabkd (in ths case,a Usagéaut will escdate to HardFault).
UsageRult has a comjurablepriority.

Debug Monitor In general, a DalgMonitor exception is a synchronouseeption and classikd as adult.

Svcall

Interr upts

Watchpoints a& asynchronaiand beéive as arinterrupt. Delig monitor &ceptions occur
whenhalting delg is disatbed and debg monitor supprt isenabled. DetigMonitor has
acorfigurable priority. SeePriority escalation on pageB1-19 andDebug event behavior on
pageC1-14 for moe details.

This supervisocall handleghe exception caused by th&/C instrudion. SVCdl is
permanetly erabled and has a cagéirablepriority.

The ARMv7-M profile supmrtstwo systemlevel interrupts — PendSV for sofane
genestion of asyichranous systmcalls, and Sysi€k for aTimer inteyral to the ARMv7-M
prdfile — alongwith upto 496externalinterrups. All interrugs have a confgurale priority.

PendSv1! is apermanertly emabled interrupt, cortrolled using IGRPENDSVSET and
ICSR.FENDSVCLR (seelnterrupt Control Sate Register (ICSR) on pageB3-12). Sysick
can not balisabled.

Note

While hardvare genegtion of a Sysick event can be suppressé@SR.PENDSTSET and
ICSR.PENDSTCLR (selterrupt Control Sate Register (ICSR) on pageB3-12) are
always available to softwae.

All other interrupts can be disked. Interrupts can s®t toor cleared fronthe Pending state
by software, aml interrupts other thaRerdSV can be set to th Pendig stateby hardware.

See Fault behavior on pageB1-39for a defnitive list of all thepossiblecauses ofdults, the type offault
reported, and thiault statugregisterbits usel to idenify thefaults.

1. A sewice (system) céls used by an appliation which requires a serice from anunderlying goeratirg system.
Theservice @l associated wh PendSVexecutes wenthe interuptis taken. For a service call with executes
synchmonously with respectto programexecttion use theSvC ingtruction (the SVCall exception).
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B1.5.2 Exception n umber definition

All exceptions hae an assoeited exceptionnumberasdefinedin Table B1-5.

Table B1-5 Exception numbers

Exception n umber Exception
1 Reset
2 NMI
3 Hardrault
4 MemManage
5 BusFault
6 Usagelgult
7-10 RESER\ED
11 Svcall
12 Dehug Monitor
13 RESER\ED
14 PendsVv
15 SysTick
16 External Inerupt(0)
16+ N Externd Interrupt(N)

B1.5.3 The vector table

Thevector tablecortains theinitiali zation value forthestad painter onresetand he ently poirt addresses
for all exception handlers. Thexeepton number (seabove) ddines the order of entsenthe \ector teble
assaiatedwith exception handlerentry as illustrateth Table B1-6.

Table B1-6 Vector tab le format

word offse t Description — all pointer address values
0 SP_nuin (resetvalue of the Main stadk painter)
Excepion Numter Exception using that Exception Number
B1-16 Copyright © 2006-2008 ARM Limited. All rights reserved. ARM DDI 0403C
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. the configurable fault is not enabled
. an SVC instruction when PRIMASK is set to 1.
Note

Enabled interrupts are not escalated — they are set to the Pending state. Disabled interrupts are ignored.

Asynchronous faults (Imprecise BusFaults) are set to the Pending state and are entered according to normal
priority rules when enabled. They are treated as HardFault exceptions when disabled.

SVCall, PendSV and critical region code avoidance

Context switching typically requires a critical region of code where interrupts must be disabled to avoid
context corruption of key data structures during the change. This can be a severe constraint on system design
and deterministic performance. ARMv7-M can support context switching with no critical region such that
interrupts never need to be disabled.

An example usage model supporting critical region avoidance is to configure both SVCall and PendSV with
the same, lowest exception priority. SVCall can be used for supervisor calls from threads, and PendSV can
be used to handle context critical work offloaded from the exception handlers, including the equal priority
SVCall handler. Because SVCall and PendSV have the same execution priority they will never pre-empt
each other, therefore one will always process to completion before the other starts. SVCall and PendSV
exceptions are always enabled, which means they will each execute at some point once all other exceptions
have been handled. In addition, the associated exception handlers do not need to check whether they are
returning to a process on exit with this usage model, as the PendSV exception will occur when returning to
a process.

The example has all context switch requests issued by setting PendSV to Pending, however, both SVCall
and PendSV exceptions can be used for context switching because they do not interfere with each other.
While not the only usage model, support of critical region software avoidance is a key feature of ARMv7-M,
specifically the support provided by the SVCall and PendSV exception specifications.

B1.5.5 Reset behavior
The assertion of reset causes the current execution state to be abandoned without being saved. On the
de-assertion of reset, all registers controlled by the reset assertion contain their reset values, and the
following actions are performed.
For global declarations see Register related definitions for pseudocode on page B1-12.
For helper functions and procedures see Miscellaneous helper procedures and functions on page AppxG-22.
// TakeReset{()
/] ============
bit ExceptionActive[«]; /+ conceptual array of 1-bit values for all exceptions =/
bits(32) vectortable = '00':VTOR<29:7>:'0000000";
Mode CurrentMode;
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TakeReset()
R[0..12] = bits(32) UNKNOWN;
SP_main = MemA[vectortable,4] & OxFFFFFFFC;
SP_process = ({bits(30) UNKNOWN):’0Q’);

LR = @OxFFFFFFFF; /+ preset to an illegal exception return value =/
tmp = MemA[vectortable+4,4]
PC = tmp AND OxFFFFFFFE; /+ address of reset service routine «/

thit = tmp<0>;
CurrentMode = Mode_Thread;

APSR = bits{32) UNKNOWN; /+ flags UNPREDICTABLE from reset =/

IPSR<8:0> = 0x0; /+ Exception Number cleared =/

EPSR.T = thit; /+ T bit set from vector =/

EPSR.IT<7:0> = 0x0; /+ IT/ICI bits cleared =/

PRIMASK<0> = 'Q'; /+ priority mask cleared at reset x/

FAULTMASK<0> = '0'; /+ fault mask cleared at reset =/

BASEPRI<7:0> = 0x0; /+ base priority disabled at reset «/

CONTROL<1:0> = '00"; /+ current stack is Main, thread is privileged =/

ResetSCSRegs(); /+ catch-all function for System Control Space reset =/

NestedActivation=0x8; Se—drdtiedsed—value—Fforbasethread—/

ExceptionActive[+] = '0"; /+ all exceptions Inactive =/

ClearExclusivelocal(); /+ Synchronization (LDREX«/STREX+) monitor support =/
/+ to open access state. x/

ClearEventRegister() /+ see WFE instruction for more details =/

ExceptionActive[*] is a conceptual array of active flag bits for all exceptions (fixed priority system
exceptions, configurable priority system exceptions, and external interrupts). The fixed priority active flags
are conceptual only, and are not required to exist in a system register.

B1.5.6 Exception entry behavior

On pre-emption of an instruction stream, context state is saved by the hardware onto a stack pointed to by
one of the SP registers (see The SP registers on page B1-8). The stack that is used depends on the mode of
the processor at the time of the exception.

The stacked context supports the ARM Architecture Procedure Calling Standard (AAPCS). The support
allows the exception handler to be an AAPCS-compliant procedure.

A full-descending stack format is used, where the stack pointer is decremented jmmediately before storing
a32-bitwerd (when pushing context) onto the stack, and incremented after reading a32-bit-werd, (popping
context) from the stack. Eight 32-bit words are saved in descending order, with respect to their address in
memory, as listed:

xPSR, ReturnAddress(), LR (R14), R12, R3, R2, R1, and RO
The exception entry pseudocode is:

// ExceptionEntry()

/| ================
// NOTE: PushStack{) can abandon memory accesses if a fault occurs during the stacking
// sequence.
// Exception entry is modified according to the behavior of a derived exception,
// see DerivedLateArrival{) and associated text.
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PushStack();

ExceptionTaken{ExceptionType); // ExceptionType is encoded as its exception number

For global declarations see Register related definitions for pseudocode on page B1-12.

For a definition of ExceptionActive[*] and NestedActivation see Reset behavior on page B1-20.
For helper functons and procedures see Miscellaneous helper procedures and functions on page AppxG-22.

The PushStack() and ExceptionTaken() pseudo-functions are defined as follows:

// PushStack{()
/] =mm=mm=m===

PushStack()
if CONTROL<1> == '1" AND CurrentMode == Mode_Thread then
frameptralign = SP_process<2> AND CCR.STKALIGN;

SP_process = (SP_process - 0x20) AND NOT(ZeroExtend{CCR.STKALIGN:’09’,32));

frameptr = SP_process;
else
frameptralign = SP_main<2> AND CCR.STKALIGN;
SP_main = (SP_main - 0x2@) AND NOT{ZeroExtend(CCR.STKALIGN:’00’,32));
frameptr = SP_main;
/+ only the stack Tocations, not the store order, are architected =/
MemA[frameptr,4] = R[0];
MemA[frameptr+0x4,4] = R[1];
MemA[frameptr+0x8,4] = R[2];
MemA[frameptr+0xC,4] R[3];
MemA[frameptr+0x10,4] = R[12];
MemA[frameptr+0x14,4] = LR;
MemA[frameptr+0x18,4] = ReturnAddress();
MemA[frameptr+0x1C,4] = (xPSR<31:10>:frameptralign:xPSR<8:0>);

// see ReturnAddress() in-Tine note for information on xPSR.IT bits

if CurrentMode==Mode_Handler then
LR = @xFFFFFFF1;
else
if CONTROL<1> == 'Q' then
LR = @xFFFFFFF9;
else
LR = 8xFFFFFFFD;
return;

// ExceptionTaken()
/] =memm=m========

ExceptionTaken(bits(9) ExceptionNumber)

bit thit;
bits(32) tmp;

R[©..3] = bits{32) UNKNOWN;
R[12] = bits(32) UNKNOWN;
tmp = MemA[VectorTable+4«ExceptionNumber,4];
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PC = tmp AND @xFFFFFFFE;
thit = tmp<@>;
CurrentMode = Mode_Handler;

APSR = bits{32) UNKNOWN; // Flags UNPREDICTABLE due to other activations
IPSR<8:0> = ExceptionNumber // ExceptionNumber set in IPSR

EPSR.T = thit; // T-bit set from vector

EPSR.IT<7:0> = 0x0; // IT/ICI bits cleared

/+ PRIMASK, FAULTMASK, BASEPRI unchanged on exception entry:/

CONTROL<1> = '0'; // current Stack is Main, CONTROL<@> is unchanged

/+ CONTROL<@> unchanged =/
NestedAetivation=NestedAetivation+1;
ExceptionActive[ExceptionNumber]= '1';

SCS_UpdateStatusRegs(); // update SCS registers as appropriate
ClearExclusivelocal();
SetEventRegister() // see WFE instruction for more details

InstructionSynchronizationBarrier();

For more details on the registers with UNKNOWN values, see Exceptions on exception entry on page B1-33.
For updates to system status registers, see section System Control Space (SCS) on page B3-6.

ReturnAddress() is the address to which execution will return after handling of the exception:

// ReturnAddress()
/] =====m==m=====

Bits(32) ReturnAddress() returns the following values based on the exception cause
// NOTE: ReturnAddress{) is always halfword aligned - bit<@> is always zero

// XPSR.IT bits saved to the stack are consistent with ReturnAddress()
// Exception Type Address returned
/] =====mm======= s
// NMI: Address of Next Instruction to be executed
// HardFault (precise): Address of the Instruction causing fault
// HardFault (imprecise): Address of Next Instruction to be executed
// MemManage: Address of the Instruction causing fault
// BusFault (precise): Address of the Instruction causing fault
// BusFault (imprecise): Address of Next Instruction to be executed
// UsageFault: Address of the Instruction causing fault
// SVC: Address of the Next Instruction after the SVC

// DebugMonitor (precise): Address of the Instruction causing fault
// DebugMonitor (imprecise): Address of Next Instruction to be executed
// IRQ: Address of Next Instruction to be executed after an interrupt

Note

A fault which is escalated to the priority of a HardFault retains the ReturnAddress() behavior of the original
fault. For a description of priority escalation see Priority escalation on page B1-19.

IRQ includes SysTick and PendSV
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B1.5.7

Stack alignme nt on e xception ent ry

ARMvV7-M supports a cdiigurationoption to ensueg that all exceptions arertered with 8-byte stack
alignment. Thestack pointes inARMv7-M areguaranteetb be at least-byte algned. As gceptions can
occur on aw instruction boundaryit is possible that theurrert stack pointeis not 8-bye aligned when an
exception actrates.

The AAPCSrequires that the stadk-pointer is8-byte aligned on entry to a cdorming functior. Since t is
anticipated thabecegtion handlersvill be written as AAPC$8onformingfunctions thesystem must ensure
natual alignment ofhe stacKor all aguments passe@he 8-byte atinment regirement igguaranteech
hardware usinga confgurationfeature.

The STKALIGN bit (seeConfiguration and Control Register (CCR) on pageB3-16) isusedto enable the
8-byte staclalignmern feature. Wheterthe bit is proggmmalbe in softvare and its glue onresetare
IMPLEMENTATION DEANED . The bit shold besetin the systenboot sequencgrior to needing-byte
alignment spport.

Note
Software must ensurthatarny exception handler that cattivate while CCR.STKALIGN =='0’ does no
require 8-byte alignmenfn example isan NMI exceptionenterel from reset,where theimplementaion
resets to 4-byte alignment.

If the bit iscleared between the etry to and retun from an eception, and if thetack was not 8-lyte aligned
onertry to the exception, systernarruption can ocur. Supporbf a 4-byte alignedtack (CCR.STKALIGN
=="0") in ARMv7-M is deprecaied.

Theory of operation

On an eception entry whenALIGN == 1, the stack pointd5P_main bSP_praess) iruse bebre the
exceptionentryis forced to hae 8-byte alignment byadjusting its aligmentas parbf the exceptionentry
sequence. ThexPSR thatis saved as parbf the exception enty sequence recdsthe dignmert of thisstadk

pointer prior to thexxeption etry sequence. Thalignment sttusis merged and sbredto memory & bit

[9] of the xPSR (a resesdbit within thexPSR) in thesaved context information.

Onanexception &it when STKAL IGN == 1, thestadk panter returnedto takesitsalignmentfromthevalue
recoveredfrom kit [9] of thexPSRin the restoed context from the exceptionexit sequence. Thiseverses
the fored stak alignmentperformed onthe exceptionentry

See Exception entry behavior on pageB1-21 ard Exception return behavior on pageB1-25 forpseudocode
detail s of the effectof the STKAL IGN feature onexception entryand eceptionreturn.

1. The AAPCS requires canforming functions to peseve the natural alignnert of primitive data of sizel, 2, 4,
ard 8 bytes.In retun, corforming codeis pemitted to ely on tha alignment. To support uncualified reliance
the stackpainter mustin geneal be 8-byte aligred onentty to aconforming function. If afunction isentered
directly from an undelying execution ervironment, thaervironmert must aceptthe stack alignment
obligation in oderto give an unquéflied guarantegha conforming code canxecutecomedly in all
circumgances.
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Note

Stack pointer alignment oxeeptian exit is architectually deined as ai®R furction. If the exception exit
seqene is stated with a stak pointer whichis only 4 bytealigned,then ths change has neffect.

In the eventthatthe exception &it causesaderived exception the derived exception is enteredith thesame
stackalignment asvas in usebeforetheexception &it sequence started.

A side-efect when STKALIGN isnalbed isthatthe amount of stacksed o, exceptionentry becomea
function ofthe dignment of thestak at thetime that the exception is enered. As aresult the average and
worg case sadk usaye will increase Theworstcase increase &bytes per grceptionentry,

Maintaining the stak alignment informaion in an unused bit within the saed xPSR mkes the fedure
transparent teontext switchcodewithin operatingsystens, povidedthat thereseredstatus ofinusedits
with the xPSR hae been respected.

Compat ibil ity

Some opeting systemsan aoid saving and resting R14 when switclnig between ditrent processes in
Thread modeif it is known tha thevaluesheld in an EXC_RETURN vaue are invariart between the
different proeesss. This provides a smédl improvement incontext switch time, but at the cost of future
compdibility. The STKALIGN feature daees notaffect the EXC_RETURN value. ARM does nd guaanee
that this software optimization will be possibé infuture revisions of theARMv7-M architecture, and
recommends forfuture compdibility that the R14value isalways saed and restaed ona contat switch.

B1.5.8 Exception return beh avior

Exception returns occur when one ofbiowing instiuctions loads value ofaxFXXXXxxX into thePC whle
in Hardler mode:

. POP/LDM whichincludes loading theC.

. LDR with PC as adestination.

. BX with ary register

Whenusedin this way, the value written to the PCis intercepted and is rderred to as taEXC_RETURN
value.
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EXC_RETURNI[28;4] are reserved with the special condition that all bits should be written as one or
preserved. Values other than all 1s are UNPREDICTABLE. EXC_RETURN][3:0] provide return information as
defined in Table B1-8.

Table B1-8 Exception return behavior

EXC_RETURN[3:0]

0bXXX0 RESERVED

0b0001 Return to Handler Mode;
Exception return gets state from the Main stack;
On return execution uses the Main Stack.

0b0011 RESERVED
0b01X1 RESERVED
0b1001 Return to Thread Mode;

Exception return gets state from the Main stack;
On return execution uses the Main Stack.

0b1101 Return to Thread Mode;
Exception return gets state from the Process stack;
On return execution uses the Process Stack.

0b1X11 RESERVED

RESERVED entries in this table result in a chained exception to a UsageFault.

If an EXC_RETURN value is loaded into the PC when in Thread mode, or from the vector table, or by any
other instruction, the value is treated as an address, not as a special value. This address range is defined to
have eXecute Never (XN) permissions, and will result in a MemManage exception, an INVSTATE
UsageFault! exception, or the exception will escalate to a HardFault.

Integrity checks on exception returns

The ARMv7-M profile provides a number of integrity checks on an exception return. These exist as a guard
against errors in the system software. Incorrect exception return information could be inconsistent with the
state of execution which must be held in processor hardware or other state stored by the exception
mechanisms.

The hardware related integrity checks ensure that the tracking of exception activation within the interrupt
controller (NVIC) and System Control Block (SCB) hardware is consistent with the exception returns.

1. Itis IMPLEMENTATION DEFINED whether a MemManage or UsageFault exception occurs when an EXC_RETURN
value is treated as a branch address, and bit [0] of the value is clear.
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Integrity checks are provided to check the following conditions on an exception return:

. The Exception Number being returned from (as held in the IPSR at the start of the return) must be
listed in the SCB as being active.

. If at least one exception other than the returning exception is active, under normal circumstances the
mode being returned to must be Handler mode. This checks for a mismatch of the number of
exception returns. This check can be disabled using the NONBASETHRDENA control bit in the

SCB.
. On return to Thread mode, the Exception Number restored into the IPSR must be 0.
. On return to Handler mode, the Exception Number restored into the IPSR must not be 0.

. The EXC_RETURN]J3:0] must not be listed as reserved in Table B1-8 on page B1-26

An exception return error causes an INVPC UsageFault, with the illegal EXC_RETURN value in the link
register (LR).

Exception return operation

For global declarations see Register related definitions for pseudocode on page B1-12.

For ExceptionTaken() see Exception entry behavior on page B1-21.

For a definition of ExceptionActive[*] and-NestedAetrvation see Reser behavior on page B1-20.

For helper functons and procedures see Miscellaneous helper procedures and functions on page AppxG-22.

i/ ExceptionReturn()

ExceptionReturn(bits(28) EXC_RETURN)
assert CurrentMode == Mode_Handler;
if 1IsOnes{EXC_RETURN<27:4>) then UNPREDICTABLE;

teger ReturningExceptionNumber = UInt(IPSR<8:0>);

if ExceptionActive[ReturningExceptionNumber] == '@' then
DeActivate(ReturningExceptionNumber);
UFSR.INVPC = '1';
LR = 0xF0000000 + EXC_RETURN;

ExceptionTaken(UsageFault); // returning from an inactive handler
return;
else
case EXC_RETURN<3:0> of
when '0001' // return to Handler
if NestedActivation == 1 then
DeActivate(ReturningExceptionNumber);
UFSR.INVPC = '1';
LR = 0xF0000000 + EXC_RETURN;
ExceptionTaken(UsageFault); // return to Handler exception mismatch
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return;
else
frameptr = SP_main;
CurrentMode = Mode_Handler;
CONTROL<1> = '0';
when '1001' // returning to Thread using Main stack
if NestedActivation != 1 && CCR.NONBASETHRDENA == '@' then
DeActivate(ReturningExceptionNumber);
UFSR.INVPC = '1';
LR = OxF0000000 + EXC_RETURN;
ExceptionTaken(UsageFault); // return to Thread exception mismatch
return;
else
frameptr = SP_main;
CurrentMode = Mode_Thread;
CONTROL<1> = '0';
when '1101' // returning to Thread using Process stack
if NestedActivation != 1 && CCR.NONBASETHRDENA == '@' then
DeActivate(ReturningExceptionNumber);
UFSR.INVPC = '1';
LR = OxF0000000 + EXC_RETURN;
ExceptionTaken(UsageFault); // return to Thread exception mismatch
return;
else
frameptr = SP_process;
CurrentMode = Mode_Thread;
CONTROL<1> = '1';
otherwise
DeActivate(ReturningExceptionNumber);
UFSR.INVPC = '1";
LR = 0xF0000000 + EXC_RETURN;
ExceptionTaken(UsageFault); // i1legal EXC_RETURN
return;

DeActivate(ReturningExceptionNumber);
PopStack(frameptr);

if CurrentMode==Mode_Handler AND IPSR<8:0> =='000000000"' then
UFSR.INVPC = '1";

PushStack(); // to negate PopStack()

LR = 0xF0000000 + EXC_RETURN;

ExceptionTaken(UsageFault); // return IPSR is inconsistent
return;

if CurrentMode==Mode_Thread AND IPSR<8:0> !='000000000' then
UFSR.INVPC = '1";

PushStack(); // to negate PopStack()

LR = 0xF0000000 + EXC_RETURN;

ExceptionTaken(UsageFault); // return IPSR is inconsistent
return;

ClearExclusivelocal();
SetEventRegister() // see WFE instruction for more details
InstructionSynchronizationBarrier();
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if CurrentMode==Mode_Thread AND NestedActivation == @ AND SCR.SLEEPONEXIT == '1' then
PushStack(); // to negate PopStack()
STeepOnExit(); // IMPLEMENTATION DEFINED

_The DeActivate() and PopStack() pseudo-functions are defined as follows:

// DeActivate()
/] ===e========

DeActivate(integer ReturningExceptionNumber)
ExceptionActive[ReturningExceptionNumber] = '0';
/+ PRIMASK and BASEPRI unchanged on exception exit #/
if IPSR<8:0> != '000000010" then

FAULTMASK<0> = '0"; // clear FAULTMASK on any return except NMI
NestedActivation=NestedActivation—1L;
return;

// PopStack()
/] m=mmmmmm==

PopStack(bits(32) frameptr) /+ only stack locations, not the Toad order, are architected =/
R[@] = MemA[frameptr,4];
R[1] = MemA[frameptr+0x4,4];
R[2] = MemA[frameptr+0x8,4];
R[3] = MemA[frameptr+0xC,4];
R[12] = MemA[frameptr+0x10,4];
LR = MemA[frameptr+0x14,4];
PC = MemA[frameptr+0x18,4]; // UNPREDICTABLE if the new PC not halfword aligned
psr = MemA[frameptr+0x1C,4];
case EXC_RETURN<3:0> of

when '0001' // returning to Handler
SP_main = (SP_main + 0x20) OR ZeroExtend({psr<9> AND CCR.STKALIGN):'00',32);
when '1001' // returning to Thread using Main stack
SP_main = (SP_main + 0x20) OR ZeroExtend({psr<9> AND CCR.STKALIGN):'00',32);
when '1101' // returning to Thread using Process stack
SP_process = (SP_process + 0x20) OR ZeroExtend({psr<9> AND CCR.STKALIGN):'090',32);
APSR<31:27> = psr<31:27>; // valid APSR bits Toaded from memory
IPSR<8:0> = psr<8:0>; // valid IPSR bits Toaded from memory
EPSR<26:24,15:10> = psr<26:24,15:10>; // valid EPSR bits Toaded from memory
return;

B1.5.9 Exceptions in single-word load operations

To support instruction replay, single-word load instructions must not update the destination register when a
fault occurs during execution. By example, this allows replay of the following instruction:

LDR RO, [R2, RO];
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